I'maBHOE ynpaBieHue 00pa30BaHUs U MOJIOJICKHOM MOJUTUKHA AJITAICKOTO Kpast
KpaeBoe rocynapctBeHHOE OIOKETHOE yUpexkAeHUE 00pa3oBaHus «AJITaiicKui
KpaeBoi MHGOPMAIIMOHHO-aHATUTHYECKUN LIEHTP»

METOJIMYECKUE PEKOMEHJIALTIU

JUI CIIEUAIMCTOB 00pa30BaTeNIbHBIX YUPEKACHUN ANTalCKOro Kpas 1o TeMe
«YcraHoBKa KOHTeHTHOTO ruibrpa dansguardian Ha mkomsHOM cepBepe ¢ AltLinux 7
UIsl puiibTpanuu Tpadguka 00pa3oBaTENbHOM OpPraHU3aLm.

I/IHCTPYKI_[I/II/I BBIIIOJIHCHBI B BUJIC HJUIFOCTPUPOBAHHBIX TCKCTOBBIX peKOMeHHaHHﬁ.

1. BoliguTe B pekuM agMUHUCTpaTopa (root) 11 3Toro B CTpOKe TepMUHAIA

HabepuTe KOMaHay SU, 3aTeM BBEJIUTE Mapoiib aAMUHUCTPATOPA.
[user@host-15 71

Password :

[rootPhost-15 ~1#

2. Ybenutech, 4TO Ha BaIllEeM CEPBEPE YCTAHOBIIEH U paboTaeT MPOKCH-

cepeep Squid, HaOpaB B TepmuHaie koMaHay Service squid status. Ecnu Oyaet
BBIBEICHO coobienue squid is stopped,
[rootPhost-15 ~1# service squid status
=quid is stopped

Lrootldhost—10 I# _

TO BBEJIUTE KOMaHy service squid start, a 3aTem cHoBa BBEUTE KOMaHIY
service squid status. JTomkHo ObITH BBIBEZCHO cooOIeHue squid is running, kax

ITOKa3dHO Ha PUCYHKC.

[rootPhost-15% ~ I# service squid start
Btarting squid =ervice:

[rootPhost-15 " 1# service squid status
zquid iz runming

3. Brimonnute KomMaHy apt-get update u noxauTeCh OKOHUAHHS TOCTPOCHHUS

JIepeBa 3aBUCUMOCTEN.
"1 apt—get update

1 http:irrsftp.altlinux.org i586 relea=ze [913B]
D2 Mtpissftp.altlinux.org noarch release [YHVEB]
16288 za B= (Z2B875Br=].
1 http:srftp.altlinux.org i586-classic pkglist [12,8MB]
D2 httpissftp.altlinux.org iS86-claszic relea=ze [133B]
D3 http:irsftp.altlinux.org noarchsclassic pkglist [Z2614kB]
D4 http:rsrsftp.altlinux.org noarchsclassic release [135B1
15,5MB za 9= (16V9kBr=].

TEHHME CMMCKOE MNAKEeTOE. .. JaBepueHo

DCTPOEHHME AEPEEA IABMCHMOCTEH . .. JaBepueHo

BremonHuTe koMaHTy apt-get upgrade u qoxauTech OKOHYaHWSI OOHOBJICHHS.
YcranoBure Dansguardian Habpas B TepmuHaiie komanay apt-get install
dansguardian.

6. Hacrpoiite koHurypamuio ¢puisrpa. Bermomaute komany mcedit
/etc/dansguardian/dansguardian.conf. B oTkpeIBIieMcs pegakrope
OTpEeNaKTHPYHTE CTPOKHU TakK, Kak IMoKa3aHo Hike. He n3aMeHsiite aApyrue

A



CTPOKHU B JJaHHOM (paiine!

language = 'russian-1251"

filterip= #

filterport=8081 #mopt, Ha koTopoM OyneT padorars DG

proxyip=192.168.1.1 # ip komnbroTEpa ¢ ycTaHOBICHHBIM squid wim 127.0.0.1
JUTS1 JIOKQJIbHOTO KOMITbIOTEpa

proxyport = 3128 # nopt, Ha KOTOPOM padboTaeT

squid.

itstatlocation = ’rvarslogsdansguardiansstats’

t Network Settings

t the IP that DansGuardian listens on. If left blank DansGuardian will
listen on all IPs. That would include all NICs, loopback, modem, etc.

t Normally you would have your firewall protecting this, but if you want

t you can limit it to a certain IP. To bind to multiple interfaces,

it =pecify each IP on an individual filterip line.

filterip =

it the port that DansGuardian listens to.
filterport = 8881

it the ip of the proxy (default is the loopback - i.e. this server)
proxyip = 2£12.94.128.254

t the port DansGuardian conmects to proxy om
proxyport = 3128

t# UWhether to retrieve the original destination IP in transparent proxy
t =etups and check it against the domain pulled from the HTITP headers.

t Be aware that when visiting sites which use a certain type of round-robin
t DNS for load balancing, DG may mark requests as invalid unless DG gets

t exactly the same answers to its DNS requests as clients. The chances of

t this happening can be increased if all clients and servers on the same LAN
t make use of a local, caching DNS server instead of wsing upstream DNS

t directly.

it See http:/ uwuw.kb.cert.org-svulsrid- 435852
t on (default) | off
ittt Not compiled 't originalip = on

1 2 3 4

7. Tlocne penakTUpOBaHUs CTPOK HAKMUTE KIIaBUIYy F2 ¥ cOXpaHUTe U3MEHEHHUS.
Haxxmute xnapumry F10 11st BbIXosa U3 peakropa.

8. Ilepesamycture Dansguardian komanmoit service dansguardian restart.

9. Hactpotite BeO-Opay3ep st paboThl uepe3 Mpokcu cepBep. Hampumep, B
Firefox 3T0 BBRIIAAUT cleayrommM o00pa3oM: HEOOXOAWMO 3amyCTUTh U3
maBHoro okHa firefox -> '"[IpaBka" -> "Hactpoiiku" -> BKIaJKka
" TonomuaurenbHO" -> "Cetp" -> KkHOnKa "Hactpouts" - B mosiBUBLIEMCSI OKHE
BbIOpaTh "HacTpouTh mapameTpsl MOAKIIOYEHUSI TPOKCH BpyuHyI0" BBecTH I[P
anpec 192.168.1.1 u nopt - 8081, nanee Haxkarh "ok" W BBINTH U3 HACTPOEK
Firefox.

10.IIpoBeprTe paboTy GpuabTpa NompoOOBaB OTKPHITH CAUT C COMHUTEIIbLHBIM
COAEPKUMBIM. JIOJHDKHO MOSIBUTHCA OKHO C COOOIIIEHHEM O 3allpeTe A0CTyMa,
CJIEIYIOLIET0 BUA.



[ocTyn K MHTEpPHET pecypcy:

htip:/lyandex.ru/yandsearch?text=%D0%BF%D0%BE%D1%80
%D0%EBD%D0%BE&Ir=42

... 3AMpeLLéH no cneayowmum NpuuMHam:

MpeBkiWweH B3BelWeHHLIA Nnpegen ipaszsbl.

Bbl BUAMTE 3Ty OLIMOKY, NOTOMY YTO, CAEMANM NoMnbITKY AOCTYNa K pecypcy
coJiepalllemMy W1 MoMeYeHOMY Kak CoflepXalluii, MaTepuan, KoTopkli

CYMTAETCHA HECOOTBETCTBYIOLMM WM MHDULMPOBAHHLIM BUPYCaMM.

Ecnu y Bac ecTb Bonpockl 06paTMTech K CHCTEMHOMY afIMUHUCTPATOPY CETHU
Ballleid OpraHU3aLum .

Meronnueckue ykazanusi coctabui crienpanuct KI'bOY «AKUAL [Tonos C.A.



